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Background

The passage of HIPAA in 1996 introduced seismic
changes to the way healthcare providers do business.
With the new emphasis on the portability of medical
records, covered entities scrambled to meet HIPAA’s
security and privacy requirements and to avoid the
possible criminal and civil penalties that came from
non-compliance. The ensuing years have only raised
the bar with regard to compliance and data security.
The passage of HITECH in 2009 mandated
conversion of hard copy medical files to electronic
health records (EHR), while the Final Omnibus Rule
published by the Department of Health and Human
Services (HHS) makes companies who provide
services to covered entities (business associates)
directly liable for data breaches involving protected
health information (PHI).

Twenty years after HIPAA entered the picture, changes in healthcare technology have
also transformed the way healthcare providers handle PHI. Covered entities and their
service providers now conduct business via the Internet as a matter of course, with
many moving critical data to the cloud for increased efficiency. More and more,
covered entities rely on business associates to perform a wide range of services that
go far beyond billing, coding, and transcription. In particular, the passage of the
Affordable Care Act has increased reliance on third-party vendors to generate
CMS-regulated correspondence—including SBCs, ANOCs, EOCs, and CoC’s—using
SaaS technology and streamlined business processes.
Changes in healthcare legislation and technology have made monitoring the
unauthorized use and disclosure of PHI a hot topic in regulatory circles. To address
concerns about data security in the brave new world of healthcare technology, the
Office of Civil Rights (OCR) is ramping up audits of covered entities and business
associates alike. For business associates that provide document management
technology to covered entities, the challenge of producing compliant customer
communications has never been greater.
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Facing the HIPAA in the Room
Despite multimillion dollar settlements and stiff civil penalties, many healthcare
organizations remain unaware of HIPAA’s security requirements.1 In a 2011-2012 pilot
audit program, the OCR determined that the majority of the 115 organizations evaluated
were not compliant with HIPAA’s privacy and security rules. The major reason for
non-compliance was lack of awareness of HIPAA requirements. Security requirements of
which program participants were most unaware included the following:
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Conducting a
comprehensive
risk analysis
3

implementing
measures for secure
media movement
and disposal

Auditing and monitoring
user activity of technology
resources.

For business associates who provide customer communications management (CCM)
software to covered entities, ignorance of the law is not a defense. The transition to SaaS
and increased regulatory oversight are driving demand for enterprise communication
platforms that can securely incorporate PHI and confidential information into variable
business correspondence. However, many CCM systems lack the technological capability
to effectively monitor user activity, leaving business associates and covered entities
vulnerable to costly data breaches, bad publicity, and civil and criminal liability.
As covered entities rely more on collaborative cloud-based platforms to manage
workflows and generate client communications, auditing user activity is critical to
preventing data breaches and tracking unauthorized use and disclosure of PHI. Legacy
CCM systems may provide clients with some auditing capabilities, but lack the benefits of
SaaS and cloud-based technology. On the other hand, the very nature of SaaS, with its
multi-tenancy architecture and browser-based delivery, introduces a host of potential
vulnerabilities when it comes to securing patient data. Because each SaaS provider offers
its own identity management system, providers have a limited ability to configure controls
for individual clients using their service.3
The SaaS provider-client relationship only compounds the technological challenges of
auditing user activity, because many SaaS providers do not monitor user activity on behalf
of their clients. In cases where SaaS providers log user activity, their customers often lack
access to the data until and unless the terms of the Service Level Agreement (SLA) are
violated. Even then, system data is meaningless unless it can be cleaned, sorted, and
disaggregated in a readable format.
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Follow the Audit Trail

One solution to the security challenges posed by SaaS is to incorporate automated
auditing, reporting, and data management features into SaaS-based client
correspondence systems. Ensuring that your CCM system contains automated security
features provides a powerful complement to system activity logs maintained by SaaS
providers, enables end users to obtain instantaneous information on system use, and
allows administrators to monitor activity throughout the content lifecycle.
For covered entities seeking a CCM platform solution, SaaS has introduced revolutionary
functionality when it comes to collaborative business processes, document composition,
and data management. Because content management and data flow occur at different
stages of the enterprise workflow, monitoring user activity is a critical
component of a viable data security program. In addition, having an auditing component
to track user activity streamlines business processes and promotes collaboration.
The workflow for creating variable business correspondence requires multiple users to
engage with documents at various points in the content life cycle. While some
stakeholders will require access to create and modify content, others will manage the
review and approval phases of the content lifecycle. Because content often drives the
workflow, different stakeholders will likely vary depending on the project. Even within the
same workflow, users will vary depending on the phase of production and
designated roles.
Having an audit trail enables administrators and managers to identify which users
accessed the system to update, review, approve, and release content. The audit trail also
tracks how and when different versions are created, giving authorized stakeholders the
ability to revert to previous versions when necessary. To ensure data security, the
CCM platform should provide functionality to work with test data rather than personalized
user data, including PHI. Having this functionality not only prevents unauthorized access
to PHI, but it also prevents unauthorized modification of patient information.
Once the content is approved and released, it can be used to generate personalized
content using the user-level profile information and input data. During the production
phase, it is essential to restrict user control and access to the system to ensure that
personal user information and correspondence content are separated. The production
system should be automated so it can generate approved content and user information
without requiring user interaction. While appropriate security measures such as data
encryption and retention preserve the security of PHI, using a system that
incorporates audit trails allows system administrators to track any data transfer activity
and generate security alerts.
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In addition to monitoring the access to PHI within an EHR, audit trails can also be used to
track activity surrounding the import or export of PHI from one system to another.
For customer communications platforms that integrate variable and fixed content, the
capability to audit user activity connected to the import and export of PHI is essential.
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To ensure an efficient,
accurate audit trail, CCM
systems should contain the
following:

+ The audit trail should provide automated real time monitoring of log files. Obtaining a
no-agents-required solution will save time and maximize efficiency during
implementation, network growth, and ongoing maintenance. 5
+ The ability to automatically extract, sort, store, and disaggregate data based on login
credentials, dates, times, IP addresses, resources, and projects is vital when looking for
auditing functionality as part of your CCM system.
+ Reporting capabilities are also important because they can identify security trends and
provide evidence of compliance. Reports should present data in meaningful,
easy-to-read formats. In addition to generating daily, weekly, monthly, and annual
reports, auditing features should enable users to create custom reports.
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Taming the HIPAA in the Room

Combining automated auditing
and reporting features with the
mobility of a SaaS platform solves
many of the data security issues
that have plagued business associates
and covered entities. Such systems also offer
myriad compliance benefits:
+ Allow administrators to quickly identify anomalous patterns of use and prevent
unauthorized use and disclosure of PHI. An effective audit trail enables administrators
to track deviations from baseline patterns of system use. This capability is particularly
crucial during the production phase of the content life cycle, when the dynamic content
of individual PHI is merged with the static content of the correspondence template.
+ Allow organizations to rapidly detect and remedy system vulnerabilities. Automated
audit trails include a wealth of information about user activity. When disaggregated and
disseminated in a readable format, this data provides critical information about potential
vulnerabilities in your CCM system. Moreover, automated auditing tracks user activity
24/7, allowing administrators to monitor the system on an ongoing basis. By identifying
anomalous patterns of use, administrators can detect and remedy system vulnerabilities
before they become security incidents or data breaches. Moreover, because audit trails
track user identity and location using metadata, administrators can quickly identify the
source of a security incident and take immediate steps to contain any damage.
+ Provide documentation for OCR audits. Audit trails generated from within the SaaS
CCM system provide evidence that a business associate is complying with HIPAA’s
security requirements. In addition, the reports document preventive measures and
remediation. In the event of an OCR audit, business associates will be well-prepared to
document demonstrable progress in complying with HIPAA.
+ Provide documentation for clients who require evidence of a comprehensive security
program. With the passage of HITECH and the Final Omnibus Rule, covered entities are
demanding evidence that business associates have comprehensive, HIPAA-compliant
security programs through mandatory security questionnaires and risk assessments.
Providing auditing functionality and generating audit trail reports provides existing clients
and potential customers the assurance that your security program exceeds their
requirements and expectations.
In addition to providing ahead-of-the curve data security in a cloud-based environment,
SaaS CCM systems with automated auditing, data management, and reporting features
solve many of the major challenges that undermine legacy customer
correspondence systems.
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The benefits of a secure SaaS-based CCM system include:
Businesses maintain ownership of
content from start to finish. Using
a CCM system with automated
audit trails, data management,
and reporting features places
control over the production and
delivery of content in the hands of
the SaaS customer rather than
third parties. Now businesses
control content from content
creation to omni-channel delivery
rather than relying on external
vendors for key services. The
result is dramatically reduced time
to market for mission critical
communications.

Rapid, painless data entry and
extraction: Building automated
data management and auditing
features directly into the SaaS
platform eliminates cumbersome,
time-consuming, and error-prone
manual processes. Automated
auditing and user-friendly
reporting features allow even
non-technical users to track
system activity at a glance. The
ability to rapidly clean, sort, and
disaggregate data allows users to
integrate personalized data into
application templates generated
with the SaaS platform. To ensure
data security, the CCM system
should allow users to employ test
data during content creation and
document assembly.

Promotes collaboration in a
secure environment. By using a
CCM system that combines
role-based access permissions
with comprehensive auditing
features, authorized users can
track who touches a document at
any stage in its development. The
result is increased security and
quality assurance in a
collaborative work environment.

Empowers non-technical end
users: The ability to generate
automated audit trails can be
critical when reviewing security
incidents with employees
throughout your organization,
whether you are conducting
quarterly meetings with your
security team or security
awareness trainings with your
entire staff. Moreover, the ability to
generate predefined and
customized reports with minimal
technical experience allows
business users to control their
workflows instead of relying on
overworked IT Departments.

White
paper

Conclusion

Over the past twenty years, regulatory changes and
technology advances have transformed the healthcare industry.
With the shift to electronic health records and the emergence of
SaaS and cloud-based technology, data security has become a
priority for regulatory agencies. To meet the increased demand
for data security, the OCR is increasing the number of random
audits they perform on an annual basis. HHS has also
responded to the increased demand for data security by
penalizing business associates for data breaches.
In a regulatory environment defined by increased scrutiny and
liability, healthcare providers seeking CCM solutions must make
data secure. At the same time, healthcare providers should
begin to take advantage of SaaS architecture and cloud
computing to optimize business processes. However, securing
data in SaaS and cloud environments has traditionally posed a
challenge to healthcare providers. One way of leveraging the
technological advantages of SaaS while safeguarding patient
data is to look for CCM systems that include automated security features such as auditing, reporting, and data management
directly in the SaaS platform.
A SaaS communication platform with automated auditing,
reporting, and data management features solve many of the
challenges of data security and content management. By
adopting CCM solution with integrated security features,
organizations can leverage the power of SaaS to promote
heightened data security, increased efficiency and
collaboration, decreased time to market, and greater mobility
when it comes to generating customer correspondence.
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Elixir and Elixir Tango
Elixir Technologies is a global company headquartered in Ojai, California with offices in
Asia, Europe, and the Middle East. We serve over 5,000 companies in 70 countries
across a variety of industries, including Health Insurance, Banking, Telecommunications,
Transportation, and Education. Founded in 1985, Elixir has over 30 years of experience
promoting collaborative business processes and document output management through
innovative software solutions.
In April 2015, Elixir launched Elixir Tango, a Saas content lifecycle management
solution that offers data management, automated auditing, and reporting capabilities in a
centralized platform. Using Tango’s role-based user portals and business rules, covered
entities manage every aspect of customer communications from the creation of
application templates to omni-channel delivery. Some of the largest healthcare providers
in the United States are already using Elixir Tango to generate CMS-compliant SBCs,
ANOCs, and EOCs, as well as omni-channel customer correspondence.
To learn more about Elixir, please visit us at www.elixir.com or call 805-641-5900.
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